OR Project Security Statement

The Southern Oregon Education Service District (SOESD) is committed to safeguarding the information
and privacy of all OR Project users. We employ robust security measures to ensure data confidentiality,
integrity, and availability.

Key Security Features:

1. Data Encryption: All data transmitted between your device and our servers is encrypted using
Secure Sockets Layer (SSL)/Transport Layer Security (TLS) protocols, ensuring that sensitive
information remains protected during transmission.

2. Data Privacy: We adhere to state and federal regulations, including FERPA (Family Educational
Rights and Privacy Act) compliance, to protect the privacy of student and educational records.

3. Secure Authentication: Password policies are implemented to provide an additional layer of
security for user accounts.

4. Monitoring and Auditing: Our system is continuously monitored for unusual activity, and audit
logs are maintained to track access and changes to sensitive data.

User Responsibilities:

e Users are encouraged to maintain strong, unique passwords and report suspicious activity
immediately.

e Never share login credentials with others or leave accounts unattended while logged in.

Your security is our priority. If you have any concerns or questions about our security practices, please
get in touch with the SOESD IT department at support@soesd.k12.or.us .
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